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(54) COMPUTER SYSTEM HAVING SEPARATING FUNCTION FROM LAN 

(57)Abstract 

PURPOSE: To automatically detect a network fault 
which is the abnormal occurrence of a broadcasting 
packet, to inform a computer manager of it to logically 

separates a computer system from LAN and to i - j F "~ 

incorporate the computer system in LAN when the fault 
of a network is restored. 

CONSTITUTION: A fault detection part 15 which 
monitors a reception packet from LAN 2 and detects the 
fault of the network by detecting a specified packet 
which is to bring the fault of the network or which brings 
it, a logical connection separation part 1 9 which logically 
separates the computer system 1 from LAN 2 in 
accordance with the detection of the fault by the fault 
detection part 1 5 and a manager notice part 1 6 
displaying a fault occurrence message in a display input 
device 1 2 are provided in the computer system 
connected to LAN 2. Furthermore, a connection 
instruction part 1 7 issuing a connection command to the 
logical connection separation part 19 is provided in 
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accordance with a request input from the display input device 12. 
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nSffhgfcv-X^AK^UT, _hffiLAN±CD/^?/ h 
SB L A N * £ ©i&SfcjftSJit L £±15 L A N'xCDifcS ft 

£ ©&&&*£« CTlEfi-M^Xt A £_bE2 L 

a n lens w ir ssrr * c t *&* t-rz urnm****- 

A. 
[0 0 0 1] 

(Carrier Sence Multiple Access /Collision Detect 
iod ) ffl©LANfcStt3*U *?h7— ?ft«B£tt 

wrr*. 

[0 0 0 2] 

[#*©&*&] —mz. CSMA/CDSOLAN^ 

tXh/^yMt LANfc&tf$**£T©frJ?« 

(M) hTTife*. 

[0 0 0 3] £©<fc5fc«|gfcL LANMiltaftSEW 
fc±{fc:/a h3;V"C**05ittfTCP/ I P (Transmis 
sion Control Protocol /Internet Protocol ) Tteu 
ARP (Address Resolution Protocol ) , ROUTE 
D, RWHOfe«h*T^©aiBT&*. 

[0 0 0 4] ARPH, TCP/ I P\Z&VZ>*y h>7 
-^THUX (TCP/I P±T«g&^J-r*fca&© 
THUX) Ti5S'f>^^yh7Hl/X (IPTKU 
*) *SLAN±©7HUXT**MAC 0*5** Tr 

ROUTEDItfi&OLANOKTJl' — ^r* >^i£ 
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[0 0 0 5] £©<fc5K^£Jfe:/a-K*v;*h/^-/ 
hT**J&t, ft*©LANS/XfA*Plt ^yh^ 

[0 0 0 6] ±EO»Sl:tt2Mlft*Ct««tt6nT 

ioij^d— F**xh:*h--A£iJ*tftt*fc© 

□ -H^tXhXl — AH, ^D-mxh/^yh 

39J-«fWc*flir*fe"r*^t3»q5HtttoT, lan± 

©Tfc*. 

[0 0 0 7] £fc*;Vh^>tt, ^o-H+tXhX 
h-A©Xlca^*afctt. BP*/*** h©i£{£a*f£Jg<* 

&icfco *:*>©*?&*. cin^t&cw^-rst, » 

IMS'**"** &©***%< ft D. LANK&figsn 
[0 0 08] 

& ^P-H + tXh/^yh^IffltSCSMA/C 
DS<DLAN->^5 L AJC*ViT^D-H+rX h/X^r^ 

•>>tl>^>fc^y h»7-*P$££ft< &»9PU#tfc<9 

[0 0 0 9] ft*, i!©ct5J5:R§^©^^-XAtt 

h«7-^»C^«K$n/S:&ff*«^X^A-C 

to o i o] c©KH»*J:«Bmff£**Tft£tifcfe© 
»t*4:*r:. atuwi^xT-AftLAN^&aiawK 

[0 0 11] C©*93©tt©H«|tt, 
50 [0 0 12] 
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A/CDg<BLANK:*5V>T*? h ^-^ESfcS^fcS 
'SZrt'rv M3:|g£nT^*££l;:3£BU ±ELAN 

£«^X^A£LANl;:&^*;i££g^*/^cD 

ALANa^S&SWlcSMBU JbffiSttit^a^S© 
RRI&^fcfc CT§ ffJWBS'X^ A £ L A N fcRSfcjfc 

[0 0 13] 

item) ±me>m&iz£tuz. 

[0 0 15] h»7-*RR©Ra»fctt, * 

^r* &nT»R«Rb«w«fis 
[0016] mic. «tt»*^ae*-rv«tt*R«\ 

[0 0 17] 

ttRAtfRfM. cad (eMMtfi^Rtf) mua<oy 

*J^M/9>hft«IWAT*D t TCP/IP 
S:Iffl«CSMA/CDSLAN2t:LANOTgfi 
3^UT»K$tlT^*. LANmSt3& LA 
^'vO/l^r? H£R. LAN2*60/t^y hftflWf 



#58^4-3 342 3 1 
[0 0 18] fWRv'X^A 1 SWa^A^A** 

1 1 m*&i 1 ic&R3n«R*A*Rsi 

J^>. 2 ft, irJ*tth>X7-A*#l 1 

(p*<D®j&rz&m&mmi 5) fcjioTRtiisnfc* 

«i/XfA10LAN2 ^(0»a«RR53fc<DA*$?& 

[0 0 19] im^f/i^l lfctt, TCP/ I 
PO^Dh3M», -tcDJi&Of t p (file transfer 
protocol) §©^h7-^7^jy->3>^t 
Sfc&<D*:y hy-^-tffcSl 3, ^yh7-^±ttS 

1 3 (DfcftlCL ANOTgf 3 ICMUT/^y h&M^ 

§H£Mt5LANH7<;U4, ^cfctfRWRMB 
1 5*tStt6>n*. 5tt, «A«LA 

NH^/tl 4O-«RtLTR*t6nT*0^ LAN 
WTO1I3*6LANH^;U 4ifi&&-Dfcrt>ry b 

[0 0 2 0] frJHR^A^A^flU llCttSfc, 
1 2fc*©B©**-fe--5>M»U ff-JHMWSlcB 

^£Sfc*r*ws^s*a& 1 6 , * j:i«*a*r« 1 

aW»tt«RRl 9IC»bTtt«»«Rr6»««^ 
»l 7#Rt*&ftft. *Mt«Ei 7 icfct&^&fcHaU 

A) ttfflfcjfiiCTfiiSM^Tl 8#fRtt&nT£ 
0, ^It^fflJl 7«^>f7 1 8CD^-rAr^h^JCt> 

[0 0 2 1] fffHRv-X^A^l 1 ffrJHH 
->Xf^l (rt©LANH7</U4) fLANfflWm 

RSttRRtttfRl 9tfiRtt£n*. RRfi9Rtt«RR 
1 9ttSI3S^^A^y^T*D, Rt#&ajffi 1 5<D*y 
h^-iPlttftttKJ&CTfrJERi'X^Al SrLANfB 
»Kt3^6ill^«L. RRIB<frS5l 7#6©» 
Rff'frfcJfcUfrJWi'A^A 1 &LAN@»^i33^ 

[0 0 2 2] a2«Hl<DLAN2±OTCP/I P^ 
y h ^-^K^ttS^D- m^hX h-A*R9if 
*fc3exZ>0T&£>. |iI0tC*ViT, 2 1 2 3 13 LAN 
2K&tt$n*:£r!*« <£*T* WStW^) T?**. 
£43. WS 2 1-2 3£tfKB§rJS« (WS) KOlATte 

[0 0 2 3] TCP/I P^yh7-^^Vi 
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□ -H+t^h7 FVXte2«ic:;*cSiJSn*. WS 2 1 

*t>CDT&*. *&t60l£*t>Ttt. WS22, 

2 3«^-f^l. WS 2 1 ^-f^2Tft5t>Ott 

[0024] ::t, iP^D-H^txh7Hi/xi: 

Ol>T, 03©I P7HVX7*-7y H£#iiaLTS& J£? 
grr*. TCP/IPi:fett5^yh7-^7H 
WXTife4IP7Kl/X W>^^h7Hl/X) tt. 

03 (a) 3 C ^yh«7-^7HU7t, 13 

[0 0 2 5] TCP/I PK$3tt* I P^D-H^^X 
h7Kl/Xlt *Xh7KUX#, 03 (b) tC^"T<fc 
"1" CD I PTKUXt* 03 (c) \ZfR-? 
&5\Z*-~)V "0" ©I P7 KUX£K;*:g!jSftS. ^ a? 
-f^lCOWS2 2, 2 3ti03 (b) JC^TlP^n- 
H*t7h7HWX*MU ^^20WS2 1tt0 
3 (c) l^tl P:/n-K**Xh7Kl'X£fiM"r 
S. 

[0 0 2 6] ^, h*7-^^a»<DlJ-^ 
h7~^7H^, ^yh*7^7HI/X, *3<fctf 

*x hxKuxj&>£#§ric£n* i P7Kux*>ae>nT 

i5tK Z\<K> I PTKl'XlCfctt* I P^D— H+tXH 
T FU-XIC^T*)* JiEfcHttl;:* sfrXhTKi'X** 30 
*-)V "1" OfcfD<h*-;P M 0" <Dh<D£<D2mm& 
$>Z>. Ifc^T, TCP/IPCW^IP^P-H 

[0 0 2 7] u^T, 0 2©LAN->X5 L Al::i5#£* 

(1) $m^l©WS2 3*t, 03 (b) i:*TI 
P^O-H^rt^h7HUX$ffl^T, 02l£*5V>Tfl : 

[0 0 2 8] (2) ^^fyi©WS22H WS23t 40 
n-V> I P^P-mX hTKUXSteffiUTV^O 

mS2^tJ:5i:i P:/d-F**X h/t^y h 

[0 0 2 9] (3) ZLtUZttlsT, *472<DWS 2 1 
tt, WS2 3tS^I P^D-H+tXh7Hl/X$ 
mm\sTto&tt*>* WS2 3*^(D/^y hSrl P^D 
-H=^tX h/^y httTB^Ttf , 0 2K*3V>T 

??#s3T^n5i:, n^xm(Dm»m^x<D/^y 

hT*5tffiSltTU$5. ^tfWS2 3H 50 
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[0 0 3 0] (4) STWS2Ht te¥#&feCDMAC 
7HWX (LAN7H1/X) £:£tf>*fc&K\ 02iC* 
V>Tft# S 4 T^-T ct 5 \Z. (So T) <&(DfttWl3&T 
O/t^y hX&Ztm&lsftAtry hOl P7HI/X 

(^RJ-tt, IP^D-H+tXh7FUX) 
RPS^S, LAN2±l:iPro-mxM^y 

hssMUT^a-r*. icoarps* (^tip^ 

D-H*tXh/^yh) It WS2.1, 2 2^(h\ L 
AN 2 ±<D±T©ff-»«TSm$n-£>. 
[0 0 3 1] U*U IP^o-H^tXh7HWXi 
HUX£»oTl>5ft»itt#«EUa^& 
£<Dfm«fcARPtf:§£jgSfeV>. Z\<DfHSb. W 
S2 lttARPg#£ft[Hia>e>&+t5}t&gU X^-£ 

[0 0 3 2] HOf&Ifc&AR P3?5R£r» WS2 1&I0J6 
tnLAN2±©±T©^^^2C0WS OT^, WS 
2 3 <hgfc* I P^D-H+tXh7h>X^t5 

^mnm *mm?. cat*. LAN2±i:it 

[0 0 3 3] (5) WS 2 1»ARPS»X7-T^ 

©TcKE-r. t^a*, ws 2 1 i;^«snrv^^D 

2r?A£tt£0*A-&*S&**&. WS 2 1 te^TC*? 

M P /t y y h $itTMl/Tl 3; 5 Z <h#fc] ^nt V> 

[0 0 3 4] lOi^^I CMP/^dry h2HEa*frfc>n 
?S^ttIP^n-H + tXh7Hl/XT*^ 
fc, WS2 1. 2 2ft<!:\ LAN2l©fTC0|fI«|^ 
ICMP/^s/h&S{gLTl/*5. Z\0>t\>ry HC*f 
UT, £fcWS 2 1 <h£otZ (^-f^2<D) WStmtE 

-rzzttzzo. _ksa (3) £u$a*»ig$ns. 

[0 0 3 5] fc*, ^JPhy->>»CMSte<D^r-Xi:U 
Ttt, IHf«or>MACTHUX (eSUTKl^X) T^o 
T^n-H*tXh7Hl/X (Pia7HPX) ICfe^T 

AC7KP x 4»o@siit h i/x t mmr h ux ^ 

TSfcAOiSBiJ/^^Jtfy h ( -0" X®WIT}*1> 

x, "i" T^^rnwx) a*, Sot M o" 

"1" \Z&t>^TV2L->tt®GX$>Z. 
[0 0 3 6] SttfHH»lC*rr*/t^ry 
hCD^m^±TLAN±CD I pyn-H+tXh7Hl/ 

xic7i-3TU^5fcse>, -bsa (3) <d)v—^-^ 
&nmzmxT\,>&. m*>izmmm\zmv* 
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[0 0 3 7] 0 1 omnmisXT/x 1 -LSLfciS 
WH'ff«^fAl$LANiffllSIS3 Wfc&3n 

[0 0 3 8] £r#W«->*T-Al<DLANK^ /tl 
4tt, LAN®WSi8 3^LAN2_t^iffinS/^!y h 

r. {$^tafisi5^ LANHM/n 4a>6gm/x 

Ufc<fc3ft* TCP/I P*y h»7— *£43V>T:/n— 
F**X hX h-A^*;Vh^>ft£©*-/ h7-* 

[0 0 3 9] 512, LANHMAl 

4 ^ ^ jt&mrttr v v (D^mTt^ttm 4 \zm-r 
mnney h) s^i^t a^y^B) , -o- 

(«WTHUX) T&^Ci€rfllS-r^- feU "1" ft 

6 ^ ft e> «, i$§tfcajg& i 5 i 9 s 

[0 0 4 0] R£lfcUttl5t2. X5^:/B»::*$Vvr5g 
H7c£^TMAC7 H U7s&mW\7 H WXTfc* 

Si/^yh^ARPg^yhT, ^ 
t3/1iry hft<DI P7 HV7 K h7 Hl^X) 
i p^o»H^tXH7 KUX<Z>10T&*a>£88^ 

1 9 . 1 6 *&zm&1$*m 17Wyh 

»7-^©$ 07D-K*vXhXh-A) £a&U ^ 

[0 0 4 1] Xxy:/CKi5V>T, SH/^yh 

tfi A R P @#/^ y hTft V> £ i: 
flfte&diSl S\t^m/^y htfl CMP/t^y 

XTfcSfrSrlfl'* <X^y:/D) , -£5Tfc£ft£fcr, 

8&sws^»f€K i 9 &*&w&mmm& i 6 * 

G\z\*m}z*<b£.mrt>ry hSSST (X:r*/:/G) . 
[0 0 4 2] t>U X^y^DICiS^T, Sm/^y h 
jdMCMP/^^hT^, ^ttlCMP/^yh 
Tfe^Tt>^(DI P7KUX*tI P^D-H^tXh 

7 HUXTftV^^^«ISbfc«^{C«, WZXryZf 



(5) #H^4-33423 1 

B-Dov^rn^^viT'b^y hv-immtm&zn 

(D^feft^'bOtUT, *<0&mMry h£LANK 
^-f/tl4lCM-r Ufy^E) . CniI<fc0LAN F 

[o o 4 33 &\z®w&m&wvm i 9 asfrfessaE-r 

by*>£fcte:/D- K**X hX h-A©^yh»7- 
10 Al (flCDLAN F^-f /tl 4) $ <LAN2lC&tt3 

nrv>*) LANfKW^«3*^giiae«jJc««-r. :o 

SHBbttt, LANfOTP&S3*>£©^*€«&&l£L 
fcD. LAN$gf|l&S3»C#T*LANF7-fm 4fr 
S<&*f^£&&K:T*£a:ft£-C&D, ^n^^ATgl 

[0 0 4 4] tC^T^CO^a^X^ATtt, 

frftttntfft£ftv>fc*&, tf£«fct»jfe*&*::ft*^ 

lflf«|->X^ A U«LAN2*^ is&Wic««$n*. 
Z\V>tzJb. ft&£i'X7-Al JC^ViTttLANK^OjBl 
S«JRff^HT*S^, LANCS«CDftV^S«-e(D 

[0 0 4 5] «3i#a^^i 6<D»f^&^^-r 
>5>^fctt^n- H^-^X hX h-AO^y h^-^W 
y h (*IE/t>5ryH MSn^t, S*A*£fil 2 

[0 0 4 6] ^n^<totMf««3S#tt, ^x-hmm 

12<D^@ffiJiT, fffJHi^X-5 L Al*«LAN2^e 
\Z&&tfi&<kVT^Z {l&M** COT 

nx*y bv-9mmt>qkmzftft<Dfr&tozz:2i\z& 

[0 0 4 7] -SLAN2^^^a«$nfcfh» 
«->X5 L Al*LAN2iC««$tir^> (^-yh^-^lZ 
50 n&M\Z J £&) ^gt^^TR^tS. *^I609T 
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[0 0 4 8] l^tt^P-m^hXl — Jx<D&£ 
[0 0 4 9] UtT, E«SfetH&l 5fc*5V>T:?0-F* 

sfrz&mmit&i 7K:/n-F**xbx 

[0 0 5 0] -eLTSS&f^ffil 7tt, MVl 8<D? 

<u*7Vbm\z> mumiy^A i hv-?\zm 
mtsi***?. mm&>&&wvm 1 9 \zmmm^^r 
zniz&o&m&tm&wwmi 9n fw**'*^ 

[0 0 5 1] £33» MT1 8(D^vfefctSli§fc<ST 

[0 0 5 2] 2 ^8J)«^ JV hy^>0«^Ot^T 

1 2 Sr^UT^Igm^fiK 1 7 K*fLT*y h7 50 
lf<£g&l 7 ft, m*8fil 2^6SfeSWSlKS^^ 

ztuzz v&mto&siwvm 1 9 a, fj-»«vx 

[0053] ^;vh^>o©^jcb, Et^&fctJ 
&i 5*^&&ra<£m 7tc^y h*7~^®«srM»"r 

&«->X<xA 1 **m/L AN 2 ^SSJlBSn^jfcfcTfc 
[0 0 5 4] fc$3, 65l2mfiOTT«> TCP/IP£± 
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[0 0 5 5] 

&ar ts-ric l an &tmm&<D9&m\z^\,*T\zmm- 
zzitw&z. ~<D&m\z£ti\± &mt<nfiL 
*v hv-?^*i$i*>\zft&m'gmm\z&toTzz.ii 
a<-c£*ca-c, st&m i &mm\*^&\zztm*nz> 

[0 0 5 6] Z.<Df&m\Z&tM* *ybV-9m 

t, LANfr*mmmzwmznT^zmnmi'X ; r& 

[0 0 5 7] EC, Z<D&W\Z£tl\Z. ^D-K+rX 
hX HA»f©^y b?-*l$«&ttJ^£-£l$ra 

m&&iz&tiim^&&'?zm&iizT*z:&z&r). tm 

[Hft0ffi*feft9!] 

[01] COlg^CO— ^feW;:«*CSMA/CDf@<Z> 
L AN JC««$n<E>ff-^«v'X^A0«^€r^r y 

*0o 

[02] 01©LAN2±£DTCP/IP^yh7-^ 
K:fett*:/D- K**X KX h-Ai&ltt^f ^fe«)CO 
0. 

[0 3] I P ^O- H=^tX K7 H UXWIS^KOT 

[04] MAC7 Hl/X07*--7y h^t5fce6 
<D0. 

[0 5] 01 <Bff-#«->X5^ 1 <D8«tfcffi© 1 5 <D 

[^Olft^] 

l-ff-3?«->XT-A. 2 -LAN (CSMA/CDiL 
AN) , 3-LANffigWftB, 1 1 
4-LANHM/t, 15-Bl§ttfflE 1 6-f8t 

tt&8«Wr& 2 1-2 3-WS (M-m) . 
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